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Distributed Sampling Measurement Model in a High Speed Network Based on Statistical Analysis
CHENG Guang, GONG Jian, DING Wei
(Department of Computer Science & Engineering, Southeast University, Nanjing 210096)
(Key Lab of Computer Network Technology Jiangsu Province, Nanjing, 210096)

Abstract: The distributed passive measurement is an important technology for network behavior
research. But it is very difficult to measure the full trace of high-speed network, so in the paper
sampling technology is introduced into network traffic measurement. There are two key
technologies that should be solved in the distributed passive measurement. In order to corporate
the distributed traffic information, the same packets should be sampled in distributed measurement
points. And in order to estimate the statistical attributes of network traffic, the traffic sample
should be measured with random. So the key point of the sampling measurement model is to
choose some mask hits that can assure the randomicity of the measuring sample and accordant
measurement information in distributed measurement points. In the paper, the bit random metrics
and bit flow random metrics are defined, and after researching and analyzing huge amounts of
packet headers captured randomly on CERNET backbone, the result shows that 16 bits of
identification field in IP packet header is enough for matching bits of sampling mask.
Randomization and satistical attribute of the sampling are analyzed in the paper, and the
experiment also reveals that this sampling way can be used not only in traffic measurement but
also for network behavior analysis.

Key Words: sampling measurement, sampling mask, bit entropy, identification field
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