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Abstract Intrusion detection language is an expression specification used by IDS
to describe the intrusion senarios. Based on a mutually exclusive and exhaustive
taxonomy of network attacks and their detection languages, this paper proposes an
evaluation method  for intrusion  detection languages with  three
metrics:expressibility, representational succinctness and detection intensity.
Those welI-known detection languages have been evaluated using this method in terms
of their ability to express attack signature and their detection efficiencies, so
as to reveal their shortages and the features that an ideal detection language should
have.
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