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A Malware Collection System Based On Active Technology
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Abstract: Malware has become one of the severest threats to the public Internet.To deela with the malware breakout effectively as
early as possible,an antomated malware collection solution must be inplenmented as a precondition.Due to the traditional malware
detection technique which depends on passive detecting can’t satisfy the network security’s requirement,malware detection technique
changes frome passive to active technique. This paper designs a malware collection system based on active technology,in whick
spider was combined with honeypot.In the system,spider was used to collect source of urls,the client-engine automatically created

Internet Explorer processes,and device-driven detector was used to detect and collect malwares coming through Internet Explorer.
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