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A new approach to evaluate the capacity of signature-based
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Abstract: Existing intrusion detection system (IDS) evaluation methods take an IDS as a black-box, and deduce
its detection capabilities by observing its outputs under a traffic mixture of normal usages and attacks. The results
by such an evauation method reflect the capacity of a signature-based IDS, which is determined by its
implementation combined with human knowledge input in it. Since the detection rule format and its semantic
definition may vary, the precondition for the evaluation is not equal in fact. Therefore, the current methods are not
reasonable enough, and the results may change as the detection rule changes. In this paper, we propose a new
evaluation method for signature-based IDS, which views the human knowledge as IDS parameters, and evaluates
the capability of IDS implementation only. We focus on the definition of metrics. Additionally, we also introduce
how to calculate the value of metrics. A prototype is implemented which shows that this new method can evaluate
thereal capacity better for a signature-based IDS.
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